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Executive Summary

This security update resolves a publicly disclosed vulnerability in Internet Explorer. The vulnerability could
allow remote code execution if a user views a specially crafted webpage using an affected version of
Internet Explorer. An attacker who successfully exploited this vulnerability could gain the same user rights
as the current user. Users whose accounts are configured to have fewer user rights on the system could
be less impacted than users who operate with administrative user rights.

This security update is rated Critical for Internet Explorer 6 (IE 6), Internet Explorer 7 (IE 7), Internet
Explorer 8 (IE 8), Internet Explorer 9 (IE 9), Internet Explorer 10 (IE 10), and Internet Explorer 11 (IE 11)
on affected Windows clients, and Moderate for Internet Explorer 6 (IE 6), Internet Explorer 7 (IE 7),
Internet Explorer 8 (IE 8), Internet Explorer 9 (IE 9), Internet Explorer 10 (IE 10), and Internet Explorer 11
(IE 11) on affected Windows servers.

The security update addresses the vulnerability by modifying the way that Internet Explorer handles
objects in memory.

For more information about the vulnerability, see the Frequently Asked Questions (FAQ) subsection for
the specific vulnerability entry later in this bulletin.

This security update addresses the vulnerability first described in Microsoft Security Advisory 2963983.

* k% * %

Windows XP (all editions)
[NOTE: There are errors in the original Document, As Ususal!]

The following table contains the security update information for this software.
Security update file names:
[Link if available and CORRECT !]

For Internet Explorer 6 for all supported 32-bit editions of Windows XP:
WindowsXP-KB2964358-x86-ENU.exe

For Internet Explorer 6 for all supported x64-based editions of Windows XP:

WindowsServer2003.WindowsXP-KB2964358-x64-ENU.exe

For Internet Explorer 7 for all supported 32-bit editions of Windows XP:
IE7-WindowsXP-KB2964358-x86-ENU.exe
http://www.microsoft.com/en-ph/download/details.aspx?id=42608

For Internet Explorer 8 for all supported 32-bit editions of Windows XP:
IE8-WindowsXP-KB2964358-x86-ENU.exe
http://www.microsoft.com/en-us/download/confirmation.aspx?id=42588
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Windows 7 (all editions)
[NOTE: There are errors in the original Document, As Ususal!]

The following table contains the security update information for this software.
Security update file name:
[Link if available and CORRECT !]

For Internet Explorer 8 in all supported 32-bit editions of Windows 7:
Windows6.1-KB2964358-x86.msu

For Internet Explorer 8 in all supported x64-based editions of Windows 7:
Windows6.1-KB2964358-x64.msu
http://www.microsoft.com/en-ph/download/details.aspx?id=42598

For Internet Explorer 9 for all supported 32-bit editions of Windows 7:
IE9-Windows6.1-KB2964358-x86.msu

For Internet Explorer 9 for all supported x64-based editions of Windows 7:
IE9-Windows6.1-KB2964358-x64.msu
http://www.microsoft.com/en-eqg/download/confirmation.aspx?id=42616

For Internet Explorer 10 for Windows 7 for 32-bit Systems Service Pack 1:
IE10-Windows6.1-KB2964358-x86.msu
http://www.microsoft.com/en-ph/download/confirmation.aspx?id=42585

For Internet Explorer 10 for Windows 7 for x64-based Systems Service Pack 1.:
IE10-Windows6.1-KB2964358-x64.msu
http://www.microsoft.com/en-ph/download/details.aspx?id=42581

| do not recommend using IE11 with Windoz 7, as it does not work !

For Internet Explorer 11 for Windows 7 for 32-bit Systems Service Pack 1:
IE11-Windows6.1-KB2964358-x86.msu

For Internet Explorer 11 for Windows 7 for x64-based Systems Service Pack 1:

IE11-Windows6.1-KB2964358-x64.msu
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